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What Can Big Data Offer the Pharmacovigilance of
Orphan Drugs?
John Price, MB, ChB, PhD
Alexion Pharmaceuticals, Inc, New Haven, Connecticut
ABSTRACT
The pharmacovigilance of drugs for orphan diseases presents problems related to the small patient
population. Obtaining high-quality information on
individual reports of suspected adverse reactions is of
particular importance for the pharmacovigilance of
orphan drugs. The possibility of mining “big data” to
detect suspected adverse reactions is being explored
in pharmacovigilance generally but may have limited
application to orphan drugs. Sources of big data such
as social media may be infrequently used as communication channels by patients with rare disease or
their caregivers or by health care providers; any
adverse reactions identiﬁed are likely to reﬂect what
is already known about the safety of the drug from
the network of support that grows up around these
patients. Opportunities related to potential future
big data sources are discussed. (Clin Ther.
2016;38:2533–2545) & 2016 Elsevier HS Journals,
Inc. All rights reserved.
Key words: big data, drug safety, orphan drug,
pharmacovigilance, rare disease, social media.

THE ORPHAN DRUG LANDSCAPE
Under the US Orphan Drug Act of 1983, a rare
disease is one that affects o200,000 individuals
(prevalence o650/million population);1 ultra-rare diseases affect o20/million. In the European Union,
Regulation EC 141/2000 deﬁnes orphan drugs as
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being for the treatment, prevention, or diagnosis of
life-threatening or chronically debilitating disease
affecting o5/10,000 (500/million).2 Over a medical
career, general practice physicians are unlikely to
encounter an orphan disease, leading to a risk of
missed cases even when an approved, effective therapy
is available. It can take up to 20 years (average of 5.6
years in the United Kingdom and 7.6 years in the
United States) to obtain a diagnosis for a rare disease,
and patients with an orphan disease may visit a mean
of 7.3 physicians before receiving an accurate
diagnosis.3 Many rare diseases are life-threatening or
debilitating for the patient, emotionally and physically
demanding for the caregiver, and ﬁnancially burdensome to the health care system and society. Nevertheless, these so-called “orphan diseases” were
historically an infrequent target for pharmaceutical
companies because of limited opportunity for return
on investment of expensive development costs, a lack
of understanding of disease etiology, and the limited
power of traditional drug discovery tools to target and
modulate speciﬁc molecular targets. This situation has
changed signiﬁcantly in the last 10 to 20 years.
In the United States, the Orphan Drug Act of 19831
set up a dedicated ofﬁce (ie, the Ofﬁce of Orphan
Products Development) and made provision for
incentives for the development of drug treatments
such as a period of market exclusivity and favorable
tax treatment. The Rare Diseases Act of 20024 added
the Ofﬁce of Rare Diseases at the National Institutes of
Health and increased funding, and draft guidance (Rare
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Diseases: Common Issues in Drug Development) was
published by the US Food and Drug Administration
(FDA) in 2015. Parallel initiatives, including the
Precision Medicine Initiative5 and the 2016 Orphan
Products Natural History Grants Program,6 encourage
research into rare diseases and their treatment.
The EU Regulation EC 141/2000 established a
centralized procedure for designating products as
“orphan” and introduced incentives for the development of orphan products, including waived fees and
market exclusivity for 10 years after authorization.
The European Medicines Agency’s Committee on
Orphan Medicinal Products has reviewed applications
for designation of a product as an orphan drug since
its inception in 2000. Over the same time period,
major scientiﬁc advances such as the Human Genome
project and the eventual realization of the therapeutic
promise of biotechnology, including monoclonal antibodies, antisense oligonucleotides, fusion proteins and
many more approaches, have enabled pharmaceutical
companies to bring forward potential drug treatments
to address unmet medical needs for an increasing
number of orphan diseases.
The result of these trends has been a large increase
in orphan drugs under development and reaching
marketing authorization in the United States and the

European Union. There were 3735 products with
orphan designation by May 2016, with 531 approvals
since 19837 (Figure 1). There were 472 applications to
the FDA for Orphan Drug Designation in 2015 alone,
and the FDA’s Director of the Ofﬁce of Orphan
Products Development, Gayatri R. Rao, MD,
JD, predicted a 30% increase in 2016.8 Of the 45
new molecular entities approved in 2015, a total of 21
(47%) were orphan drugs.
The European Medicines Agency website9 listed 1314
products with active orphan drug designation by mid2016 and an additional 373 products with a designation
that had expired or been withdrawn; the number of
orphan designation approvals by the Committee for Orphan Medicinal Products showed a steady increase from
2000 to 2015 (Figure 2). In the ﬁrst 10 years after EC
141/2000, 58.3% of the marketing authorization
applications for orphan drugs were approved,10 and
the number of marketing authorizations for orphan
drugs increased 4-fold from  3 per year to 12 per year
over 15 years from 2001 to 2015.11
A comparison between the drugs approved in the
ﬁrst 7 years after the Orphan Drug Act and the drugs
approved in the most recent full year (2015) listed at
the FDA website reﬂects the evolution in science and
increasing understanding of the molecular basis of
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Figure 1. Approvals of drugs with an orphan designation by the US Food and Drug Administration,
1983 to 2015.
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Figure 2. Number of active orphan medicinal
product designations according to
year of approval by the European
Medicines Agency’s Committee on
Orphan Medicinal Products, 2000
to 2015.

rare diseases. Between 1983 and 1989, many orphan
drugs had prior approval for non-orphan indications,
some very common, and an “orphan” indication seemed
opportunistic in targeting a thin slice of a larger population, such as late-stage ﬂuctuations in Parkinson’s disease,
resistant malaria, and intravenous rifampicin for patients
with tuberculosis unable to take the drug orally. Some of
these early orphan drugs were a reformulation or new
route of administration to enable patients to receive a
product that was otherwise not available to them, even
though their disease was not rare; for example, a lidocaine
patch for chronically painful postherpetic neuralgia, intraspinal morphine infusion, and topical metronidazole for
acne rosacea. Others (eg, thalidomide) were drugs that
were no longer appropriate for wide use but showed value
in treating a rare disease. For these products, knowledge
of safety was previously well established.
The focus of the present review was on the
challenge of pharmacovigilance of newer orphan
drugs, intended to be used only in patients with a
speciﬁc rare disease.

THE CHALLENGE OF PHARMACOVIGILANCE
FOR ORPHAN DRUGS
Although the regulatory framework for pharmacovigilance does not differentiate orphan drugs, those
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orphan drugs that have been approved in recent years
present unique challenges for pharmacovigilance departments. The limited size of a study population for
an orphan indication, sometimes only a few dozen or
100 patients, results in a small adverse event dataset at
the time of drug approval: for example, absence of an
adverse reaction of interest among a total study
population of 300 would only exclude, in accordance
with the “rule of 3s,” with 95% conﬁdence, its
occurrence as a “common” reaction.12 Development
clinical studies would often have been uncontrolled or
comparative data might have been collected from a
historical control group. Therefore, the safety proﬁle,
apart from common and predictable adverse
reactions, is relatively poorly known.
Regulatory agencies have turned to seeking evidence
to prove a hypothetical risk: for example, because a
newly approved orphan drug is likely to be a biologic
agent, administered parenterally, assessors have highlighted a risk of immunologic reactions. Experience
suggests, however, that infusion-related reactions can
exhibit unusual characteristics, including random and
temporary occurrence after months or years of exposure
that may not resemble the familiar allergic reactions to
peanuts or insect stings. A new generation of orphan
drugs targets lethal diseases of infancy and childhood,
inborn errors of metabolism, and storage diseases; these
very sick populations have a high “background noise” of
adverse events related to the underlying disease. The
transformative impact of a treatment that prevents death
in infancy creates a new population of survivors who
have a course of disease never previously seen, potentially
surviving through adolescence to sexual maturity (including pregnancy while on therapy), to old age and the
experience of diseases unrelated to the original diagnosis.
A new adverse event detected as the underlying rare
disease progresses while the patient grows older could be
the consequence of the disease rather than an adverse
drug reaction (ADR). The need to gather data postapproval is evident. Unsurprisingly, a review of 30 orphan
drug approvals by the FDA between 2007 and 2009
found that 40% were approved with a postapproval
commitment, and 17% required a postapproval study.13
Conventionally, for drugs administered to hundreds of thousands, or millions, of patients, a signal
of a possible safety hazard arising from a single case
report would be ﬁrst evaluated by scrutinizing the
worldwide safety database for similar case reports, as
well as reports describing symptoms or signs or
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laboratory ﬁndings potentially related to the events in
the index case and review of evidence from clinical
trial data in thousands of patients. The number of
related reports of an event placed in context of
drug exposure enables calculation of a reporting rate,
which can be related to comparator drugs, or to
occurrence of the event among untreated patients,
to support assessment of causality. Applying mathematical methods such as Bayesian analysis14 and
calculating proportional reporting ratios15 can
automate, standardize, and speed detection of signals
of drug-event pairs or show associations between
concomitantly administered drugs and an event (potential drug–drug interactions).
However, for an orphan drug, there may be no other
report of a similar or related event on a database
containing safety data from a few dozen or few hundred
patients. Common adverse reactions are those that occur
in between Z1 per 100 and o1 per 10 exposures.16 For
a rare genetic disease such as a mucopolysaccharidosis,
glycogen storage disease, or degenerative neuropathy
affecting perhaps 1 per 100,000 children, the
maximum population size for treatment in the United
States and the European Union together might be much
lower than 10,000 patients. With such a small
population, application of the “rule of 3s” would mean
that failure to detect an adverse event of interest among
the treated population may only exclude, with 95%
conﬁdence, a risk greater than 1 per 3333 that the drug
does actually cause that reaction.12 Rare or very rare
adverse reactions may not be detected. The low number
of patients receiving an orphan drug has considerable
signiﬁcance to pharmacovigilance, and the new
mathematical approaches to signal detection have
limited applicability to small datasets.
Under these circumstances, a well-documented individual case report of an important suspected adverse
reaction assumes great signiﬁcance: strenuous effort
should be made to gather comprehensive information
about the patient and his or her treatment leading
up to the event to establish causality, including temporal
relationship, de-challenge and re-challenge, plausibility,
potential risk factors, and alternative explanations. Accurate, comprehensive, high-quality information on individual cases is very important for the pharmacovigilance of
orphan drugs.
Urgent pursuit of medical solutions to poorly
understood, devastating rare diseases promotes selfhelp communities of impacted individuals with shared
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experiences; to support those afﬂicted with a rare
disease, a close relationship forms between patients,
families, caregivers, health care professionals, and drug
manufacturers. Company-funded outreach patient support programs (PSPs) optimize use of the orphan drug by
overcoming barriers due to the complexity of route of
administration, the severity of the condition being
treated, and drug access issues (eg, obtaining reimbursement). These programs are commonly run by nurses who
educate the patient or caregiver about the disease and the
orphan drug, promoting effective drug utilization and
managing risk; the nurse may administer the drug.
Adverse events collected through the PSP can provide a
relatively large body of pharmacovigilance data, potentially mitigating the relative paucity of safety information
that was available at the time of drug approval. This
patient support can result in the overreporting of adverse
reactions, with multiple reports of 1 reaction in a single
patient received from different health care professionals
involved in treating the patient, in addition to reports
received from the patient.17
However, indiscriminate soliciting of adverse events,
unﬁltered by the responsible physician, from every patient
(whether during or after the end of treatment) to satisfy
regulatory expectations risks merely adding background
noise to the safety database. Such data collection is
paradoxically counterproductive to patient safety by
inadvertently hindering signal detection and introducing
inefﬁciencies that divert resources from more valuable
pharmacovigilance activities. Opportunities exist for more
thoughtful, targeted collection of high-quality safety data
from PSPs, and disease or drug registries may offer
preferable methods for systematic collection of safety data
on orphan drugs. The ongoing revolution in biomedical
informatics that fuels “big data” in life sciences by
enabling the real-time collection of data on patients from
wearable or implantable devices and monitors could
augment this information in a meaningful way.

BIG DATA AS A SOURCE OF SUSPECTED
ADRS
The digital revolution in communication has been
accompanied by increasing interest from pharmaceutical
companies, pharmacovigilance service providers, and
drug regulatory agencies in evaluating whether information about drug safety might exist in big data. “Big data”
is a popular term that may not have consistent meaning
among all users. It may be described as a large volume of
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data, structured and unstructured,18 or a data integration
strategy,19 or in terms that infer dynamism and potential.20 In addition to massive volume, characteristics of
big data include variety (of data type and source) and
velocity (of transmission and accumulation). Big data
come from a large, often complex dataset on which
traditional data-processing applications are inadequate;
in biotechnological research, novel methods to enable
intelligent review of new information focus on rapidly
electronically identifying and associating potentially related discrete data points to overcome the logistic
impossibility of detecting links between data points
through a conventional manual search, now that the
universe of data has effectively exploded in volume.21
Does big data offer a solution to the challenges of
pharmacovigilance for drugs for rare diseases? The value
of big data is predicated but also dependent upon novel,
powerful analytical technologies yet to be realized.20 Big
data has the potential to determine new correlations
between characteristics of patients within diverse datasets
to create knowledge from information patterns, along
with the expectation that future cognitive computing
(and artiﬁcial intelligence) will reveal such associations
more effectively than humans can.22 Because the ability
to identify and evaluate associations between drugs,
events, and risk factors is the basis of pharmacovigilance, the appeal of big data is evident.

UTILITY OF SOCIAL MEDIA AS A TOOL IN
PHARMACOVIGILANCE
Every digital transmission by e-mail, text, Tweet,
Snapchat or Instagram photo, Facetime call, YouTube
video, Skype teleconference, or website access generates big data, which accumulates continuously with
unimaginable speed, volume, and diversity. Popular
social media such as Facebook, Instagram, Snapchat,
Twitter, and WhatsApp, individually or collectively,
can be described as comprising big data, as well as
chat rooms, blogs, and websites dedicated to speciﬁc
diseases or patients. Previously undetected ADRs
might be revealed by mining this unstructured data.
Theoretically, searches of the content of these transmissions for combinations of words or characters
commonly used to describe an adverse event could
indicate discussion of an ADR, which could be
conﬁrmed by reviewing the online conversation returned by the search, provided that challenges including access and conﬁdentiality can be overcome.
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Certainly “Gen X”, “Millennial,” and “Generation
Z” patients are increasingly likely to share their
experiences of disease and treatments online, seemingly uninhibited by lack of data privacy, and it may
be logical to think that important drug safety information could be found among online postings. Anecdotally, patients and caregivers have often turned to
the Internet and online interactions to obtain drug
safety and other medical information instead of (or to
supplement) information obtained from their physician or pharmacist. Furthermore, proactively sharing
an experience of drug use online could elicit instant
feedback from other affected patients within a community of drug users, providing positive reinforcement
for a patient’s notions about a drug’s effect.
Individuals intending to explore social media as a
routine source of data for signal detection must
acknowledge several fundamental drawbacks: (1) lack
of speciﬁcity; (2) veriﬁcation difﬁculties; (3) low
validity; and (4) bias.

Lack of Specificity
A post of “feeling bad today. I took [X]” could
indicate an ADR or that drug X was taken to alleviate
symptoms. Also, to accommodate how different sectors
of the population use the Internet, proprietary search
methods are under consideration that include emojis (eg,
“smiley faces” or “sad faces”), requiring an additional
degree of creative interpretation of the search results.

Verification Difficulties
Follow-up conﬁrmation that a patient genuinely
experienced a reported suspected ADR may be difﬁcult or unwelcome. It may even not be possible to
identify the country of origin of the information being
read, and establishing whether the suspected ADR
satisﬁes the 4 minimum standard criteria for reportability may be hard.

Low Validity
Patients and caregivers without medical knowledge
or access to diagnostic facilities are poorly placed to
identify a medical condition, and they may be more
likely to report symptoms and signs instead. Online
conversations that include speciﬁc medical terminology could be rare, and information unﬁltered by a
health care professional merely adds background
noise, hindering signal detection. A medical diagnosis
posted online without medical conﬁrmation is not
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reliable evidence of an ADR. Future opportunities
may emerge from telemedicine; this delivery of remote
patient care through electronic communication between
physicians and patients would create a new electronic
source of medical information, including ADRs.

Bias
Data-mining social media carries an inherent bias
toward those patients in socioeconomic, cultural, and age
subpopulations who have technical ability and means of
access. It may exclude elderly, vulnerable and inﬁrm
patients, who represent those using drugs and who are
potentially at greater risk of ADRs.

Advantages and Disadvantages of Using Social
Media as a Tool
Nevertheless, attempts are ongoing to identify suspected ADRs within patient discussions of drugs and
events in the most readily available and accessible big
data source (social media) by applying text-searching
programs.23–26 The FDA has signaled its interest to
evaluate the potential of web search technologies to
identify adverse reactions.27,28 The EU WEB-RADR
project reportedly collected and analyzed 41.5 million
social media posts in English, Spanish, and French
relating to ADRs by April 2016; the utility of the data
collected was not discussed, however.29 A related
strategy analyzes logs of online searches made by
Internet users.30 Analysis of the search logs of 80
million Internet users detected disproportionate
numbers of searches by users for terms of interest
during a determined period of time after, compared
with before, searches for a speciﬁc drug. The premise is
that searches for drug information are proxies for drug
exposure, and any search done after that time would
have been made because the patient had experienced the
adverse event.31 The drawback of this assumption was
evident when the program Google Flu Trends32
wrongly signaled an outbreak of inﬂuenza when it
detected a ﬂood of ﬂu-related searches by people who
were concerned about press reports and were not
themselves ill.33 The searches done by the user are the
equivalent of a medical information query rather than a
report of an adverse event.
Despite the risk that self-reported experiences
shared online are incomplete, inaccurate, or misinformed if the reporter is inexpert in medical concepts,
the approach might be able to identify ADRs for
widely used drugs earlier than reports appear on a
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regulatory agency safety database. However, the case
reports identiﬁed seem relatively few, biased toward
nonserious events, and appear to originate in younger
patients, compared with reports gathered from conventional sources.34 Terms identiﬁed from social
media text-searches may be infrequently (o2%) conﬁrmed to be adverse events, at a rate 5 to 10 times
lower than potential adverse events detected by
searching a structured company data source.35 A
few simple online searches conﬁrm that for an
orphan drug, social media is an even less promising
source of adverse events than for widely used drugs. A
search of Reddit and Twitter for pharmacovigilance
information on 3 randomly chosen orphan enzyme
replacement therapies used in children with inborn
errors of metabolism, using proprietary software,
returned 73 records mentioning the products over a
20-month period but no adverse events (personal
communication, 2016), and a text search of Facebook
for 1 of the 3 orphan drugs found 5 entries relating to
its use, only 1 of which was related to a (labeled)
adverse reaction (3 were complaints that the drug had
not improved the patient’s condition and 1 was
related to a failed attempt to obtain the drug for a
patient in North Africa). Even the preapproval clinical
database for each of these orphan drugs would
contain vastly more, and more useful, safety information than found online.
More promising online social media data sources
may be websites dedicated to patient communities;
patients often describe their personal medical experience, and many post their health records and
laboratory data. A visual scan of the website
“PatientsLikeMe,”36 which includes an option for
patients to evaluate their medications (including side
effects), revealed that of the 1663 drugs with
evaluations currently listed, the large majority are
not for a rare disease, and there are many-fold fewer
adverse event reports than are collected routinely by
companies and regulatory agencies:  270 products
had been used by Z100 patients (of whom approximately one third provided an evaluation), and 532
drugs had only 1 to 2 evaluations each. A further
limitation of social media as a source of adverse
events for drugs for rare diseases is difﬁculty obtaining follow-up information from the user because of
data privacy issues, lack of contact information, and
the patient’s unwillingness to provide more information even when the user can be reached; some
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reportedly ﬁnd it “creepy” that an organization
would be following their posts.37
Despite the signiﬁcant limitations, there may be
utility for social media as an early warning of an
emerging safety issue: by soliciting similar drug use
experiences from fellow drug users, a patient or
caregiver might trigger a spike in reporting by other
users with the same experience on a social media
platform, within the community of drug users.
Mathematical modeling of the relative contributions of different patient exposures, online communication behaviors, severity of risk, and frequency
of risk needed to elicit such ampliﬁcation for different ADRs could indicate the value of monitoring
social media as an early alert system for all
medicines.

PATIENT-SPECIFIC SOURCES OF BIG DATA
Big data might have been considered an appropriate
description of the information available in databases
of electronic health records (EHRs) (or electronic
medical records). Analysis of a cohort of patients
derived from these databases, who have the same
disease or have been exposed to the same drug, can
reveal an association between drug exposure and a
health outcome, beneﬁcial or adverse. Research conducted over the last 4 decades by epidemiologists
working at or with organizations such as the UK
General Practice Research Database, the Boston Collaborative Drug Surveillance Program, Saskatchewan
Health, and similar databases shows that these datasets are amenable to existing analytical methods and
have value in pharmacovigilance.38–51 EHRs are
created and maintained by medically trained personnel, a clear advantages over social media. Record
linkage has not been widely adopted in pharmacovigilance, possibly because an observation of an
association between 2 events could result from chance,
bias, or confounding (rather than because 1 event
caused the other) and therefore requires further
investigation, including review of individual patient
data50,51; this review can be laborious and costly to
arrive at a deﬁnitive conclusion. In the United States,
an additional factor is that the prerequisite for
effective record linkage (ie, EHRs linked among
medical facilities) has not existed consistently. The
2009 Health Information Technology for Economic
and Clinical Health Act52 provides incentives to
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encourage implementation of EHRs, and the Sentinel
initiative53 provides an opportunity for record linkage
of US patients, focused on signal detection rather than
conﬁrmation.
However, record linkage methods may have limited
application to pharmacovigilance of orphan drugs due
to the paucity of patients with a rare disease in the
population comprising the dataset and because of the
isolated associations between drug exposure and
events within that population. In investigating signals
of drug–drug interactions identiﬁed from the FDA
Adverse Event Reporting System database, EHRs
provided additional information that strengthened a
signal or enabled further evaluation of an association
based on patient-speciﬁc clinical and laboratory data
not recorded on this database.54–57 However, the
reported associations were not readily detected with
less-used drugs from the same class, possibly because
there were simply too few patients contributing
experience with these drugs to the EHRs. Low patient
numbers make EHRs a less attractive data source for
suspected ADRs with orphan drugs. This limitation
may be overcome, however, if EHRs can be adequately networked to create a big data source of
multiple variables from multiple patients to make
searching for new associations feasible.
A related data source is the company-sponsored
PSP, from which it is normal to collect all adverse
events regardless of causality or medical signiﬁcance.
Unfortunately, indiscriminate collection of all adverse events can result in the accumulation of events
that are due to the underlying disease, nonserious
events, and coincidental events of dubious relationship to the drug. For example, 85% of adverse events
reported from Roche’s PSPs were nonserious.58
The value of the information gathered may also be
limited, as seen by the review by Roche and the
European Medicines Agency of 80,000 adverse
events, including 15,000 deaths, in several PSPs: no
new safety concerns were identiﬁed, the balance of
beneﬁts and risks of the medicines involved was not
affected, and there was no new advice regarding
product use.59 Against a background of “noise,” the
potential to identify new safety information is limited
by the conventional, human-directed technologies
available but leaves open the possibility that
hidden safety signals might be revealed with the
future greater analytical power needed to evaluate
big data.
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FUTURE POTENTIAL OF BIG DATA: MOBILE
DEVICES AND WEARABLE SENSORS
The versatile connectivity of modern mobile phones is
an opportunity for pharmacovigilance. A US survey
revealed signiﬁcant interest among mobile phone
owners in apps to track well-being, with approximately one half of smartphone users downloading
health apps.60 The user group was skewed toward a
younger population and certain socioeconomic
groups, and about one half of those surveyed had
not continued using the app long-term; it seems that
commonly available apps may tend to be used to track
ﬁtness rather than ill health. Apps can, however, be
designed to collect data from patients with speciﬁc
diseases or who represent speciﬁc patient populations
and, depending on the data collected, could provide
information that may correlate drug use with patientrecorded symptoms, signs, and clinical data.61,62
Mobile apps are already available for use in clinical
trials and, as long as the patient is “tech-savvy,” offer
several advantages over a pen-and-paper diary or
scheduled on-line questionnaire; the investigator can
track the patient’s movement, trigger questions to the
patient, readily collect patient-reported outcomes, and
receive instant updates.63–66 Collecting data through
apps can deliver improved accuracy compared with
pen-and-paper reporting by preventing data-recording
errors and avoiding any opportunity for data entry
errors on transfer to the database.67
Recognizing these potential implications, the FDA
issued a guideline in 2015 on circumstances when
such an app would be considered a medical device and
subject to the applicable requirements.68 In 2015, the
Medicines and Healthcare Products Regulatory
Agency implemented its own mobile app version of
the “yellow card” reporting scheme for ADRs,69
accessible by health care professionals and patients,
in collaboration with the International Medicines
Initiative Web-RADR; this action was followed in
2016 by Dutch70 and Croatian71 versions. WebRADR is also currently surveying patients and health
care providers to gather opinions about such
technology.72
The use of mobile apps to record personal healthrelated experiences is therefore an emerging potential
new source of pharmacovigilance data. A downside for
pharmacovigilance of orphan drugs is, as mentioned
earlier, that the patient’s experience may already
be under routine surveillance by the manufacturer,
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tracking a high proportion of treated patients, for
example, through a registry or PSP. Patient-reported
data collected through a personal mobile phone app is
likely to differ qualitatively from the data obtained by
the company from the health care provider involved in
the registry or PSP, which may have already undergone medical evaluation (including an assessment of
causality) and be reported along with other medically
relevant data. If it were received by a company or
agency today, an adverse event collected from a
mobile phone app would be treated as a spontaneous
report from a consumer and entered into the safety
database to contribute to future signal detection and
evaluation. Duplicate reports can be hard to eliminate
if key information is missing, such as patient identiﬁers, or if different terminology is chosen by 2
reporters of the same event. If there is already a high
level of reporting of adverse events, such mobile app
data may not be additional but rather risk simply
routing redundant, duplicate, and relatively lowquality information into the company’s and regulatory
agencies’ existing pharmacovigilance systems, adding
to background noise rather than amplifying a signal.
The potential of mobile phone apps to contribute in
a meaningful way to pharmacovigilance of orphan
drugs may be in those instances where a registry or
PSP is not available.
By contrast, data collected from wearable or
implantable biosensors represent a novel, future
source of information for pharmacovigilance for all
drugs, presenting new opportunities. The concept of
biosensors (devices that are capable of detecting the
presence or concentration within the body of a biological substance through a receptor, antigen, antibody, enzymatic, or other detection element, and
signaling the detection by electrochemical, optical,
piezoelectric, acoustic, or thermal means) and the
application of nanotechnology to biosensors73–76 have
opened the door to a future in which a patient’s state
of health and presence of disease markers can be
monitored by wearable or miniature implantable
devices transmitting data continuously to a portable
device. Wearable or implantable biosensors are in use
by patients with diabetes,77 and an implantable
glucose biosensor was recently approved in the
European Union that works continuously for 90
days.78 Today, we have the technology available to
implant biosensors the size of microchips or smaller
that monitor vital signs and changes in analytes and
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detect the presence of biomarkers that might signify
the presence of disease.73,75,76,79,80 Although data
received from these devices may currently go no
farther than the personal receiver in the possession
of the patient, a future state can be envisioned in
which the data could be also connected and collectable centrally, thus contributing to big data. Linking
patient databases to biorepositories (which could
include biochemical or other parameters, or genomic
information on individual patients) may create a datarich environment within which to identify and explore
correlations among populations of treated and untreated patients with a rare disease, including the
identiﬁcation of safety issues.81
Unfortunately, without enhanced computing capabilities promised by big data technology, the huge
volume of data obtained from continuous patient
monitoring, presented in its probable diverse formats,
is likely to make it very difﬁcult to correlate trends
within the data with clinical observations about the
patient and with the patient’s drug use. If big data
were to become merely another source of individual
case reports of adverse experiences (eg, from mining
social media), it would have little to offer pharmacovigilance of orphan drugs. It may even have a negative
impact, if the discovered case reports were to lack the
quality of reports of the same cases already received
from health care providers and duplicate them unhelpfully while adding background noise that hinders
signal detection. Companies and agencies depend on
methods for detecting and evaluating signals that are
largely human-directed. Conventionally, signals are
identiﬁed by a manual or statistical algorithm that
detects new or increasing prevalence of drug-event
pairs, or drugA-drugB-event associations, in an
accumulating safety dataset. Future ability to detect
drug-event-event-eventn associations or event-drugAdrugB-drugC-drugn interactions could enable earlier
detection of previously unrecognized drug–drug
interactions or syndromes associated with a drug (complexes of signs, symptoms and/or laboratory abnormalities [eg, serotonin syndrome,82 “Drug Reaction with
Eosinophilia and Systemic Symptoms”83]). Therefore,
viewed not as a massive source of adverse events but as
a means to correlate data within the set of data and
identify previously unknown associations, big data may
offer new possibilities for pharmacovigilance.
Although this view regarding big data is compelling, caution is needed. Massive datasets comprising
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multiple variables contain enormous numbers of
potential intervariable correlations, risking the discovery of many falsely positive correlations by chance.
The background “noise” of adverse event reports,
which add little to existing knowledge of a drug’s
safety proﬁle, might simply be replaced by a background noise of multiple correlations between variables. The risk of this outcome may be smaller for
orphan drugs because low drug exposure and patient
numbers would present fewer intervariable possibilities and a more manageable number of correlations to
be validated when testing new technologies. Finally,
however, once new technological capabilities have
been established, a new challenge will present itself,
that of tying new analytical capabilities into regulatory expectations and company accountability.

CONCLUSIONS
Pharmacovigilance of an orphan drug is dependent on
receiving high-quality individual case safety reports of
adverse events containing sufﬁcient information to
establish causality and risk factors because there are
so few reports to analyze even if an ADR is “common.” A background of severe and diverse symptoms
due to underlying disease makes interpretation harder
and calls for detailed patient information about each
event. Even if the obstacles and biases of mining social
media can be overcome, the low quality of data
derived from this source restricts its value to signal
detection for commonly used drugs with broad market penetration. For an orphan drug, it may even add
background noise that hinders signal detection. Because of the close relationship between a patient with
a rare disease and his or her caregivers, health care
providers, and PSPs, duplicate reporting of suspected
ADRs for orphan drugs occurs. Mining social media
may merely reveal a duplicate (poorly documented)
record of a suspected ADR that had already been
reported by conventional pharmacovigilance. Sources
of big data in which patients using orphan drugs are
more highly represented, or which derive information
directly from patients, offer greater potential.
Viewed merely as a source of adverse events, big
data’s potential for pharmacovigilance of orphan
drugs may be overlooked. Given its size and complexity, its value may not be realized until technological
advances have overcome the current limited scalability
and bias of analyses done by humans. The real value
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of big data is, therefore, in a situation in which a huge
volume of information has accrued across large and
diverse digital platforms, and analysis of that information with novel technologies has a reasonably
greater probability of generating new knowledge than
is already known. Methods to analyze big data are
emerging, with a focus on creating logical associations
between multiple discrete data points in datasets too
large to analyze with conventional methods. Pharmacovigilance of orphan drugs may present a big dataset
of manageable size in which to validate an emergent
technology’s ability to detect correlations between
drug and clinical variables.
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